Mailock vs. Mimecast Secure Email: Fact Sheet
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Message recall

Free read-and-reply

Read receipts
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Branding

Customer support

Pricing

mimecast

AES-256

None available.

Choice of preset message expiration, or
manual message recall if the email has
not been opened.

Once logged in, a recipient can read and
reply to an originating company.

Read receipts available upon request.

Messages can be sent using Outlook, the
Mimecast Personal Portal, or via the
Mimecast mobile application.

Users can customise the logo, colour
scheme and name of secure emails.

Free and paid support options available,
rated 4.3 on Capterra.

Free licence available, with paid plans
starting at £3.75 per user per month.

mailock

AES-256

Recipient verification with a choice of
SMS, Q&A, email authentication, and
Unipass authentication.

User-level email recall, available even
when a message has been opened.

Recipients can read without registering
and can create an account to reply.

Automatic read receipts and a full audit
trail, detailing time opened, whether the
attachment has been accessed, and
recall status.

Messages can be sent using Outlook or
the Mailock secure web portal.

Users can customise the name, logo and
text of the recipient journey and
notification emails.

Free support available, rated 4.8 on
Capterra.

Free licence available, with paid plans
starting at £9.30 per user per month
(volume -based pricing available).
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Mimecast Recipient Experience

TR T s gent you a secure message
The first time you access it you'll be asked to enter your email address and create a

You can view your message al any lime alterwards in our i M kg &@rvi

e mimecast
& 2020 Mimacast Services Limited and affiliates. The informabon contsined in this communication is confidential and
may be legally privileged. 1t is intended solely for use by e intended recipient. If you are nod the intended recipient, or
authorized fo receive il, any disclosure, copying, distribution or reliance of the condents of this information is sirictly
prohibéed. For information about how your personal data is processed through this senvice, read the Mimecas! Secure
Messaging Privacy Statemant

Create Your Password

Disclaimer

If you are not the intended recipient. any disclosure.
copying. distribution or action taken in reliance on its
content is prohibited and may be unlawful.

Home Login Issues? Knowledge Base Contact Support
D2023 Mimecast v1.7.0-20230611_2243

Powered by Mimecast

Privacy

F‘h

Selection ~
& Inbox

— Motor Customer Services Team

Here's the information you asked for

1. User receives secure
email notification in their
inbox.

2. Recipient is required to
create an account to view
secure message.

Note: While a disclaimer has
been provided to deter
unintended recipients, there
are no steps taken (such as
recipient authentication) to
determine the reader's
identity. The ICO warns that
encryption only provides
protection when an email is
sent to the correct recipient.

3. Recipient logs in to
secure portal where they
can access their message.
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Mailock Recipient Experience

Ea BEYENC

Bex Lowe (Baxi@ibeyenc.com) has sem you a message, secured by Mailock.

Read my message

You will anly ba able 1o open your message for a limited time. Remember to Sve
8 copy if you want to keaep it for the futura.

Socuity S of pArmou MPOrancs 1 Bepend. If you hind Sfy CORCHITE AEOLE i Sounc of T
omal, ploasa contact the sender al Bayenc to varify that we harne genecated this emad. Thank ou

BEYENCI BEYENC

Message Security Message Security

The sender has secured this message

Madock by Bayond Encryplon®

The sender has secured this message 2 . .
' ' . with & security quéstion
with & security question

PO — Enter the code sent to (xxxxx
gr password?

e 15),
Enter your answer here Enter your answer here
F " .
SUBMIT [ SUBMIT
\ J J
I you are the sender of the messape and wish If wou are the sender of the message and
to réad the original message, you will need to wish 1o read the original message, you will
sign in noed to signin
Mead Help? Step2of 2 Need Help? Step 1of 1

() mailock
!a BEYENC
£ c:l:ullmlmkcw

';__ Sign Out This message will expire in: 364 days(25 October 2023 at i DOWNLOAD = |
14:40) S
B Subject: Policy documents Ethan Lee REF:12345
From: bex@beyenc.com
'J_.‘ Bownicad Sent: 240 PM (14 menutes ago)
To: ethanlesidg@outioak com
@ Support

AMBCAMENES:  f Eihan Lee - Policy docement. &

Hi Ethan,
Plesis find smached vous Latest poley, 5 diiuiied
I you have any fiarthes queries, phease let me know:

Kind regard,

Bex Lone

Chent Leasem

E: bexibeyenc com
A: 5 Sehool Rosd
Kens:

W1 3AW

UK

REPLY REPLY ALL

1. User receives secure
email notification in their
inbox.

2. Recipient must pass a
pre-determined
authentication challenge to
prove their identity and
access message contents.
This challenge can be in
the form of a Q&A or SMS
code. Or, if the recipient
works within FS, they can
use their Unipass ldentity
to verify themselves.

3. After successfully
completing the challenge,
recipients gain access to
their secure message. If
they need to reply, they can
create a new account or
log-in to an existing one.
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